SJAIUTA HTHO®OOPMAILINHU OT COBPEMEHHBIX
KOMIIBIOTEPHBIX YI'PO3

Pa3BuTre KOMIBIOTEPHOW TEXHHKM M €€ ILIMPOKOE BHEAPEHHUE B pasIndHbIe Chepbl
YeJIOBEYECKON JIEATENBHOCTH BBI3BAIO POCT YHMCIA MPOTUBO3AKOHHBIX JIEHCTBUH, OOBEKTOM MWIIH
OpPYAHEM COBEpUICHUS KOTOPBIX SBJSIFOTCS AJICKTPOHHO-BBIYMCIHMTENBHBIE MamMHbBL [lyrem
Pa3NUYHOTO POJia MAHUITYJISAIMMA, T.€. BHECEHUS M3MEHEHUI B MH(OPMAIMIO HA PA3IMYHBIX dTarax
ee 00paboOTKH, B TPOrpaMMHOE 00eCIIeYeHNE, OBIIAICHIS HH(POPMaIel HEPEeIKO yAaeTcsl MoIydaTh
3HAYUTEIbHbIE CYMMBI JICHET, YKIOHATBCS OT HAaJOroOOJOKEHHUS, 3aHUMAThCS MPOMBIIUICHHBIM
IIMTUOHAKEM, YHUUTOXKATh IPOrPaMMbl KOHKYPEHTOB U T.]I.

3ammTa MHPOPMALUU BHI3BIBAET HEOOXOIUMOCTh CUCTEMHOTO IMOJIXOAA; T.€. 37ECh HENb3s
OTPaHUYMBATHCS OTACNBHBIMH MeponpusTHAMU. CHCTEMHBIH IMOAXOA K 3amuTe HH(OpMauH
TpeOyeT, 4TOOBI cpencTBa M JCHCTBUSA, HCIOJb3yeMble UIs obOecneueHus HH(OPMAIMOHHON
0€30MacHOCTH -OpraHU3alMOHHbIe, (U3NYECKHEe U * MPOrpaMMHO-TEXHHYECKUE -PacCMaTPUBAIHNCH
KaK €IUHBI KOMILJIEKC B3aMMOCBSI3aHHBIX, B3aMMOJIOMOJHSIONMX W B3aWMOJICHCTBYIOIIUX MeEp.
OnuH M3 OCHOBHBIX NPHHIUIIOB CUCTEMHOTO MOJX0Ja K 0e30macHOCTH MH(OpMAIUU — MPUHIIHIT
«pa3syMHOM JOCTATOYHOCTUY», CYTh KOTOPOTO: CTONPOLIEHTHOM 3aIIMTHl HE CYIIECTBYET HU MpPHU
KakuX OOCTOSITEIbCTBAX, IO3TOMY CTPEMUTbCS CTOMT HE K TEOPETUYECKHM MaKCHMAalIbHO
JTOCTHXKUMOMY YPOBHIO 3aIIMTHI, @ K MUHUMAJIBHO HEOOXOJMMOMY B JaHHBIX KOHKPETHBIX YCIOBHUSAX
Y TIPH JAHHOM YPOBHE BO3MOKHOH YTPO3BIL.

3amuTa nHPOPMALMH OT MOTEPH M Pa3pylIeHHUs

PaccMOTpuM MOMEHTBI, CBA3aHHBIE C 3aIIUTON MH(OPMAIMK Ha IEPCOHAIIBHOM KOMIIbIOTEPE,
HE UHTETPUPOBAHHOM B CETh.

[Toreps nHGOpMaLUU MOXKET IPOM3OUTH, HAIPUMED, 11 O CIIETYIOLIUM IPHUUHAM:

1) HapymieHue paboThl KOMIIBIOTEPA;

2) OTKJIFOYCHHE WM COOU ITUTAHMS,;

3) moBpexaeHne HOCUTENeH HHPOPMALINH;

4) omOOUYHBIE AEUCTBUS M10JIb30BATENS;

5) nelicTBHE KOMIIBIOTEPHBIX BUPYCOB;

6) HECAHKIIMOHUPOBAHHbBIE YMBIIIJICHHbIE IEHCTBUS APYTHX JIULL.

3amuTa OT KOMIBIOTEPHBIX BHUPYCOB U HECAHKIMOHMPOBAHHOIO JOCTyNa OyayT
paccMaTpuBaThCs B OT/AEIBHBIX pasfenax. [IpenorBpatute npuuuHbl 1—4 MOXXHO pe3epBUPOBaHHEM
JaHHBIX, YTO SBJIsETCS HanboJiee OOIIMM U TPOCTHIM BbIXoA0M. CpesicTBa pe3epBUpOBaHUS TAKOBBI:
* IIPOrpaMMHbBIE CPEJCTBA, BXOJALIME B COCTaB OOJBIIMHCTBA KOMIUIEKTOB YTWIIMT, Ui CO3AAaHUS
pe3epBHbIX Komuit - MS Backup, Norton Backup;

* CO3/1aHUE APXHMBOB HA BHEIIHUX HOCUTEISAX HH(POPMAIIUH.

PesepBupoBanue pekoMeHIyeTcs AeNaTh PEeryasipHO - pa3 B J€Hb, MECSI], [TOCIe OKOHYaHUS
paboThl C HCIOJIB30BAHUEM COOTBETCTBYIOIMX NPOTPAMMHBIX CpPEACTB U ycTpoilcTtB. Tak, ams
pe3epBUpoBaHus OOJIBIIMX MacCUBOB MH(POPMAIMH [0 CTOMMOCTH Ha €AMHMILY XpaHEeHus: Haubosee
BBIFOJTHBI MAarHUTHBIE JIEHTbI. OHUM TaKXe OTJIUYAIOTCS MOBBIIEHHOMN HAAEKHOCTBIO.

B cnyuae notepu nndopmaiys MoKeT ObITh BOCCTAaHOBJICHA'.

1) c ucnoab30BaHUEM PE3EPBHBIX JAHHBIX;
2) 6e3 UCTIOIBb30BaHUs PE3EPBHBIX JTAHHBIX.

Bo BTOpOM ciydae mpUMEHSIOTCS cielyole 0COOCHHOCTH yaaneHus (paiaoB 1 KaTajaoros:
* cTupaercs nepnasi OykBa nMeHu (¢aiina;

* u3 FAT crupaetcst nunpopmanus o 3aHATHIX CEKTOpax (CIOKHOCTH, eciu (ailsl pparMeHTUPOBaH).

Jlns1 ycrienrHoro BOCCTaHOBJICHUS JaHHBIX HEOOXOMMO YTOOBI:

* rocye ynaneHus ¢aita Ha 0cBoOOAMBIIIEECS MECTO HE OblIa 3amicana HoBasi HH(POpMaIus
* (aitn He ObLT (PparMeHTHpPOBaH (1T ATOTO HEOOXOIMMO PETYISPHO BBITIONHATH OIEPAIHIO
nedparMeH-Tauy ¢ NIOMOIIbI0, HarpuMep, yTuinThl Speedisk 3 makera Norton Utilites).



BoccTranoBnenue mpon3BOAUTCS CIEIYIOIIUMH TPOTPAMMHBIME CPEICTBAMH:

* Undelete u3 makera yrunut t)OS;
* Unerase u3 kommiekTa yruaut Norton Utilites.

Ecnu nanHble mpeacTaBisitoT 0coOyI0 LEHHOCTh JJISl MOJIb30BaTelNs, TO MOXKHO MPUMEHSTh

3alUTy OT YHUYTOXKCHUS:

1) mpucBouTts (aitnam atpudyt Read Only;

2) UCTONIB30BaTh CIEUATBLHBIE IPOTPAMMHBIEC CPEACTBA JJIsi COXpaHEeHUs (ailyoB mocie yaaneHHs
€ro IMoJib30BaTejeM, UMUTHUPYIOIIKE yAaleHue, Hanpumep ytwiuty SmartCan u3 makera Norton
Utilites. B srom cinyyae mpu ynaneHuH (aiiabl MEpEenUCHIBAIOTCS B CKPBITHIA KaTayor, TIae
XpaHATCS ONPEACTICHHOE YHCIO JHEW, KOTOpOe I0JIb30BaTellb MOXET yCTAaHOBUTH caM. Pasmep
Karajora OrpaHU4yeH, U MPH 3aMOJHEHUH ero Haubosiee crapble (ailsibl CTUPAIOTCS U 3aMEUIat0TCs
BHOBb yJIaJICHHBIMHU.

HeoOxoaumMo OTMETUTH, YTO OOJIBLIYIO Yrpo3y IJs COXPAaHHOCTH JAHHBIX IPEICTaBISIOT
HapylIeHUsT B CHCTEME TOJa4d THUTAHUS - OTKJIIOYCHUE HAINPSOIKCHHS, BCIUICCKH U TaJCHUS
HanpsDKEHUs, WMITYJIbCHbIE TOMEeXH M T.A.. [IpakTudyecku MOJHOCTbIO uU30exaTh MOTEPh
nH(OPMALIMY B TAKUX CIIy4asx MOXHO NMPHUMEHSSI HUCTOYHUKH OecriepeOOiHOro muTaHus, Ha PhIHKE
KOTOPBIX JaupyeT amepukaHnckas ¢upma APC. Hcrounuku OecriepeOOWHOTO TUTaHUS
BBIITYCKAIOTCS B TpeX OCHOBHBIX Mojudukanusax: offline, line-interactive u online. YctpoiictBa
offline - aTo Hemoporue ycTpoiicTBa i1 MACCOBOIO MOJIL30BATENS, YCTPAHSIONIHE OCHOBHBIC BHIbI
CeTEeBBIX IMOMEX W 00eCHeunBaIOIMe IEepPEeXOoJ] HAa MUTAHHWE OT AaKKyMYJSATOPHBIX Oarapell mpu
OTKJIFOYEHUH [IUTaHU. Mopaudukanus line-interactive MoJipa3yMeBaeT YCTPOICTBA,
AQHATM3HUPYIOIINE IMapaMeTPbl BXOJHOTO THTAHUS W TPUHUMAIONINE PEHICHHsI O Iepexoic Ha
OarapeiiHoe MUTaHUE B Clyyae MPEBBINICHHS 3aJaHHBIX IOMYCTUMBIX 3HaueHuUi. B ycrpoiicTBax
online mpuMeHseTCs IBOWHOE WM TPOHOE MpeoOpa3oBaHuE: MEPEMEHHOTO BXOTHOTO HAMPSKEHUS
B MOCTOSIHHOE (OJIHO WJIU JIBa) C TMOCJeayoumM npeodpa3zoBaHueM B nepemeHHoe. Kak pesynbrar,
Ha BBIXOAE MOJYYAaeTCs HACATBHO OT(QMIBTPOBAHHOE IUTAHMUE, IIOJHOCTHIO O€30IMacHoe IS
Harpy3Ku, a Mpu OTKIIOYEHUU SJIEKTPOIHEPTUU HE MPOUCXOINUT JaKe KPATKOBPEMEHHOT'0 TepephiBa
B IIOJIaYe MUTAHMS Ha BBIXOJ. YCTPOMCTBA OYEHb JOPOTH, MOITOMY MPHUMEHSIOTCS JJIsi MUTAHUS
CEpBEPOB U IPYroro KpUTUIHOTO 00opynoBaHus. 322

3ammrTa nHPOpMAINH OT HECAHKIMOHMPOBAHHOIO 10CTYyIA

HecankuinoHnpoBaHHBINA TOCTYIl — YT€HUE, OOHOBJIEHHUE WIN pa3pyllieHue HHPOpMAIUH MIPU
OTCYTCTBHH Ha 3TO COOTBETCTBYIOIUX ITOJIHOMOYHUH.

[IpoGnema HECaHKIIMOHUPOBAHHOTO JOCTyHa K WHMOpMaIiuu o00CTpuiIach W Mpuoodpena
0c00y10 3HAYMMOCTb B CBSI3U C Pa3BUTHEM KOMITBIOTEPHBIX CETEH, mpex/ie BCero riao0albHON ceTH
Internet. OnHaKO HECAHKIIMOHUPOBAHHBIN JOCTYIN B KOMIIbIOTEPHBIE CETH UMEET CBOM XapaKTEpHbIE
0COOEHHOCTH, TO3TOMY €r0 UMEET CMBICI pAaCCMaTPHUBATh OTJEIIBHO.

HecankiimoHMpOBaHHBINM TOCTYI OCYIIECTBIISETCS, KaK MPABUJIO, C UCIIOIb30BAHUEM UY>KOT'O
UMEHH, U3MEHEHUEM (DU3MYECKHUX aJIpecoB YCTPONCTB, UCIOIb30BaHUEM HH(OpPMAIMK OCTaBIIEHCS
Mocjie pemieHus 3aaad, MoAuduKanuend TPOrpaMMHOTO W HMH(POPMAIMOHHOTO O0OecTeueHus,
XHUILEHUEM HOCUTENS MH(OpMAIMH, YCTAaHOBKOH armapaTypsl 3alHCH.

Jlns ycnienHoi 3amuThl cBoel HH(pOpMAIUH MOJIb30BaTeNb JOKEH UMETh a0COJIIOTHO SICHOE
MIPEJCTaBICHUE O BO3MOXKHBIX IYTSIX HECAHKIMOHHUPOBAHHOTO Joctymna. Ilepedncinm OCHOBHbBIE
TUTIOBBIE ITyTH HECAHKIIMOHWPOBAHHOTO TIOTY4eHUSI HH)OPMAITHH:

* XHILEHHE HocuTeNel nH(OpMaIK U IPOU3BOJICTBEHHBIX OTXO0/I0B;

* KOMIUPOBaHKUE HOCUTENEH HH(POpPMALIMK C TPEOJOTICHUEM MEP 3alllUThI;

* MAaCKMPOBKa IO/ 3apETUCTPUPOBAHHOTO TOIb30BATENIS;

* MuctuduKanus (MaCKUpPOBKA MO/ 3aIIPOCHI CUCTEMBI);

* UCIIOJIb30BAHNE HEJJOCTATKOB ONEPALIMOHHBIX CUCTEM U SI3bIKOB TPOrpaMMHUPOBAHUS;

* HCII0JIb30BAHKE MTPOIPAMMHBIX 3aKJIaJIOK U IPOTPAMMHBIX OJIOKOB THIA «TPOSHCKUN KOHBY;
* [IepexBaT MIEKTPOHHBIX U3ITYyYECHUH;

* IepexBaT aKyCTHUECKUX M3TyUEeHHI;

* TUCTaHIIMOHHOE (oTorpadupoBaHue;

* IPUMEHEHHE MOICTYIINBAIOLINX YCTPOUCTB;



* 3JI0yMBIIIJIEHHBIN BBIBOJ U3 CTPOS MEXAHNU3MOB 3aIUTHI U T.[.
Jlns 3amuTel HHGOPMALUU OT HECAHKIIMOHUPOBAHHO J10CTYIAa IPUMEHSFOTCSL:
|. Oprann3anoHHbBIE MEPOIIPUATHS,
II. Texun4eckue cpencTana.
[II. IIporpamMHBIE CpenCTBa.
IV. Kpunrorpadwus.
Opranu3anroHHbIE MEPOIPUATHS BKJIIOYAIOT B CEO:
* IPOITYCKHOM peKUM;
* XpaHEHHE HOCUTENEH U YCTPOICTB B ceiipe (AMCKeThl, MOHUTOD, KJIaBHaTypa U T.1I.);
* OrpaHUYEHUE JOCTYIIA JIUL] B KOMIIBIOTEPHBIE TOMELLEHUS U T.1.

TexHuueckue cpeiacTBa BKIIOYAIOT B ce0sl pas3jiMYHbIC amnaparHble CHOCOObI 3aIlUTHI

uH(pOpMaIHU:

* (buIIbTPHI, 3KpaHbl HA ANapaTypy;

* KITII0Y JUIs OJIOKMPOBKH KJIaBUATYPHI;

* yCTpoiicTBa ayTeHTH(MKALMKU — I YTEHUs OTIEYATKOB MalbLEB, (HOPMBI PYKH, paayKHOU
000JI0YKH TJ1a3a, CKOPOCTU ¥ MIPHEMOB M€4YaTu U T.J.;

* JJIEKTPOHHBIE KJIFOUM HA MUKPOCXEMax U T..

[IporpamMMHBIE CpeICTBa 3aUIUTHI WUH(POPMAIMK pa3paboTKa CIEHaTbHOrO MPOTrPAMMHOTO
obecrieyeHus, KOTOpoe Obl He MO3BOJISJIO TOCTOPOHHEMY YEJIOBEKY, HE 3HAKOMOMY C 3THUM BHUJIOM
3aIUTHI, TOTy4aTh HHPOPMALIUIO U3 CHCTEMBI. [IporpaMMHBIe CpeicTBa BKITFOYAIOT B CEOI:

* IAPOJIbHBINA JOCTYH — 331aHUE TOJIHOMOYUHN T0JIb30BATEIS;

* OJOKMpOBKA 3KpaHa M KJIABHATYphl C MOMOIIBI0 KOMOWHAaIuM KiaBuml B ytwimrte Diskreet u3
nakera Norton Utilites;

* HCII0JIb30BaHUE cpelicTB naposibHOM 3amuThl BIOS — Ha cam BIOS u na I1K B nenom u 1.1.

[Ton xpunrtorpadpuyeckuM CcrocoOOM 3amMThl HHGOpPMALMK  IOJpPAa3yMEBAETCs €e
m(ppoBaHUE IPU BBOJE B KOMIIBIOTEPHYIO CUCTEMY.

OCHOBHBIMU BH/IaMU HECAaHKIIMOHUPOBAHHOT'O JIOCTYTIA K JAHHBIM SIBJISIOTCS CIIEIYIOLIHE:

* YTCHHUE;

* 3aI1Ch, U COOTBETCTBEHHO TpeOyeTcs 3aIluTa JaHHbIX:
* OT YTCHHUS;

* OT 3aIIUCH.

3amuTa JaHHBIX OT YTEHMsI aBTOMATHYECKH MOJpa3yMeBaeT M 3allUTy OT 3alucu, MO0
BO3MO’KHOCTb 3aIMCU IPU OTCYTCTBUM BO3MOYKHOCTH YTE€HUS MPAKTUUYECKN OECCMBICIECHHA.

3amura OT YTeHHS OCYIIECTBIISIETCS:

* Hauboutee npocto — Ha ypoBHe DOS BBenenuem arpudyra Hidden nns daiinos;
* Han6osee 3pPexTUBHO — MUPOBAHUEM.
3amuTa OT 3aIlUCH OCYLLECTBIISIETCS:
* yctaHOoBKoM atpudyTta Read Only nnst ¢aiinos;
* 3aIpELICHUEM 3allMCH Ha IUCKETY — PhIYa)KOK MJIM HAKJIEHKA);
* 3anpelieHreM 3anucu yepe3 ycranoBku BIOS — 11ckoBoJ HE yCTaHOBJIEH.
[Tpu 3ammTe 1aHHBIX OT YTEHUS BOSHUKAIOT JBE OCHOBHBIE MPOOIIEMBI:
1. Kak HanexHo 3amudpoBaTh JaHHBIE?
2. Kak Ha/Ie’>KHO YHUUYTOXXUTh TaHHbIE?
[TpoGieMbl HaJIEXKHOTO YHUUTOXKEHUS JAHHBIX 3aKII0YAI0TCS B CIEAYIOLIEM:
* [IpH yJaJieHuu (aiina nHpopmanus He CTUPACTCS MOJTHOCTHIO;
* naxxe nociue GopMaTUPOBAHUS TUCKETHI U IUCKA JAaHHBIE MOTYT OBITH BOCCTAHOBJIEHBI C TOMOLIBIO
CIEIMAIbHBIX TEXHUYECKUX U TPOIPAMMHBIX CPEJCTB M0 OCTATOYHOMY MarHUTHOMY IOJIIO.

st HaAe)KHOTO YIAJICHHUS UCIOJIB3YIOT, Hanpumep, yTwmty Wipeinfo u3 makera Norton
Utilites. /laHHble cTUPAIOTCS MTyTEM BBIMOJIHEHUS HECKOJIBKUX LIUKIIOB (HE MEHbIIE TPEX) 3aluCH Ha
MECTO yJaJsI€MbIX TAHHBIX CIy4alHOU ITOCJIEI0BATEIbHOCTH HYJIEH U €VHULL.

Jns mudpoBaHUs JaHHBIX MOXHO HCHOJB30BaTh yTHIUTY Diskreet m3 makera Norton
Utilites. Mcnionb3yroTest 1Ba MeTo1a K (ppoBaHUs:

* OBICTPBIN COOCTBEHHBINH METOS;



* MEIUICHHBIM CTaHAapTHBIM MeTton. | [lna mmdpoBaHus HYXKHO BBHIOpaTh TpeOyemble (ailibl u
HaOparb naponb. VicxonHble naHHblE yHUUTOXaroTcs. IIpu pacmm@poBKe NaHHBIX HCHOJIB3YETCS
HWCXOJHBIN NapOJib.

bonee oOmmii moaxo COCTOMT B CO3JaHUM CEKpeTHOro aucka. OH co3maercs cpencTBamMu
Diskreet. [Ipu BBeaeHNU Mapoist AUCK PACKPBIBACTCS U ¢ HUM MOXHO paboTaTh Kak ¢ OOBIYHBIM
JOoruueckuM TuckoM. Ilpu sToM Bce naHHbIE paclin@poBbIBatOTCS. B 11000i1 MOMEHT IHUCK MOXHO
3aKpBITh, IPH 3TOM BCE JJAHHBIC BHOBb OKAXKYTCs 3aIIM(POBAHHBIMH, |

Ha npakTrke 00BIYHO UCIIOJIB3YIOTCSI KOMOMHUPOBAHHBIE CIIO- \ cOOBI 3aIUThI HHPOPMALIH
OT HECAaHKIIMOHUPOBAHHOT'O JIOCTYTIA.

Oobecneyenue 3aUTHI HHPOPMALMU B KOMIILIOTEPHBIX CETAX

OnacHOCTh  3JIOYMBIIIJICHHBIX ~HECAHKIIMOHUPOBAHHBIX JIeHCTBUI Hax uHbopmanuein
NpUHSIa 0COOEHHO YIPOKAIOMIMKA XapaKTep C pa3BUTHEM KOMIBIOTEPHBIX ceTell. BonbIIMHCTBO
cucteM 00pabOTKHM WH(MOPMAIMU CO37aBajJOCh KakK 00OCOOJICHHBIE OOBEKTHI: pabOuMe CTaHIIHH,
JIBC, Gomnpiine yHUBEpCalIbHbIE KOMIBIOTEPH! U T.A. Kaxnas cucrema HCHOIb3yeT CBOIO Pabouyro
miatdopmy (MS DOS, Windows, Novell), a Takxke pasnbie cereBbie mpoTokoisl (TCP/IP, VMS,
MVS). CnoxHnas opraHu3anusi ceTeil co3gaer OnaronpusTHbIE NPEANOCHUIKA JJISl COBEPLICHUS
pa3IMYHOTO poOJa TMPaBOHAPYIICHUN, CBA3AHHBIX C HECAHKIIMOHUPOBAHHBIM JIOCTYIIOM K
KOH(HUIESHIINATHHON HHOpMAIH. BOIBIIMHCTBO ONMEPAMOHHBIX CUCTEM, KaK aBTOHOMHBIX, TaK H
CETEBBIX, HE COJIEPKaT HA/ICKHBIX MEXaHU3MOB 3alTUTHl HHGOPMAIUH.

CrnencTBueM ONMAacCHOCTH CETEBBIX CHCTEM CTaJH MOCTOSHHO YBEIMYHBAIOIIMECS PACXOIBI U
yCUITUSL Ha 3alIUTy WH(GOpPMAIUH, JOCTYI K KOTOPOH MOKHO OCYIIECTBUTH Yepe3 CETEBbIC KaHAIIbI
cBsi3u. COXpaHUTh LEIOCTHOCTD JTAHHBIX MOYKHO TOJIBKO MPH YCIOBUU MPUHATHS CIEIUATBHBIX MEp
KOHTPOJSl JOCTyNa K JaHHbIM U mudpoBaHus mnepenaBaeMoil umHbopmanuu. Pa3Hbie cuCTeMbI
HYXXJAIOTCS. B Pa3HBIX CTENEHSX 3allUThl. AKTyaJdbHOH CTajla 3a1adya OOBEIMHEHUS CUCTEM C
Pa3IMYHBIMU CTENCHSIMH 3aIIUIICHHOCTH (HanmpuMep, Ha ratdopmax Unix 1 Windows).

HeoOxoaumMo nMeTh 4eTKOe MpeCTaBICHUE O BO3MOXKHBIX KaHallaX YTeUKH MH(popMaluu u
MyTSAX HECAaHKIMOHWPOBAHHOTO JOCTyma* K 3amumaeMoil mHpopmanuu. TONbKO B 3TOM cilydae
BO3MOXXHO TOCTpoeHHEe J(PGPEKTUBHBIX MEXaHM3MOB 3alllUThl HH(POPMALMM B KOMIIBIOTEPHBIX
cersx1.

¥Yrpo3bl 0€30IIaCHOCTH CeTH

[Tyt yreuku nHpOpManMM M HECAHKUMOHMPOBAHHOIO JIOCTYIIA B KOMIBIOTEPHBIX CETAX B
OCHOBHOH CBOEH Macce COBMAJalOT C TAaKOBBIMH B AaBTOHOMHBIX CHCTeMax (CM. BBIIIE).
JloroyHUTENbHBIE BO3MOXKHOCTH BO3HUKAIOT 3a CYET CYLIECTBOBAaHUS KaHAJIOB CBSI3U U
BO3MOKHOCTH YIaJI€HHOT0 JocTyma K nHpopmanuu. K HuM oTHOCATCS:

* 3JIeKTPOMAarHuTHas MOJICBETKA JIMHUH CBSI3U;

* HE3aKOHHOE MOJKIYEHNUE K JIMHUSIM CBSI3U;

* TUCTaHIIMOHHOE MTPEO0JI0JICHUE CUCTEM 3aIMTHI;

* OIIMOKHU B KOMMYTAIlMM KaHAJIOB,;

* HapylIeHHe paboThl IMHHUM CBSI3U U CETEBOTO 000PY10BaHUS.

Bompockl  6e3omacHOCTH ceTeil pemialoTcs B paMKax apXUTEKTypbl O€30MacHOCTH, B
CTPYKTYp€ KOTOPOH Pa3InyaroT:

* YIPO3bl OE30MTaCHOCTH;
* cy OBl (YyCIyru) 6€301macHOCTH;
* MEXaHU3MbI oOecrieueHus: 0e30MacCHOCTH.

[Ton yrpo3oit 6€30MacHOCTH MOHUMAIOTCS JIEHCTBHE WIIM COOBITHE, KOTOPOE MOXKET IPUBECTH
K pPa3pylIeHHI0, HCKAXEHUIO WIM HECAaHKIMOHUPOBAHHOMY HCIIOJIb30BAHUIO PECYPCOB CETH,
BKJIIOYasi XpaHUMYIO, TIepe/laBaeMylo U o0pabaTbiBaeMyr0 MHPOPMALIMIO, a TaKXkKe MPOrpaMMHBIE U
anmnapaTHbIe CpPeJICTBA.

YTpo3bl NPUHATO JENINUTH Ha JIBE TPYIIIIbI:

1) HempenHaAMEpEHHbIE, UK CITy4YaiiHbIe;
2) yMBILIUIEHHBIE.



CrnydvaiiHple yrpo3bl BO3HMKAIOT KakK pe3ysbTaT OUIMOOK B IPOrpaMMHOM OO€CHEYEHUH,
BBIXOJJa M3 CTPOSl alMapaTHBIX CPEICTB, HEMPABWIBHBIX JEHCTBUH TOJb30BaTENEH MU
aJIMUHUCTPATOpPA CETU U T. I.

VY MBIIUIEHHBIE YTPO3bI IPECIeyOT 1IeJb HAaHECEHH yliepOa IoJIb30BaTeNsIM U ADOHEHTaM
CETU U B CBOIO OYepe/ib NOJAPa3eIIAIOTCS Ha aKTUBHBIE U [TACCUBHBIE.

[TaccuBHbBlE ~ yrpo3bl  HalpaBJIEHbl  HAa  HECAHKLHMOHUPOBAHHOE  HCIIOJIb30BAHUE
MH(GOPMALMOHHBIX PECYPCOB CETH, HO IPH 3TOM HE OKa3bIBAIOT BIMAHUSA Ha €€ ()yHKIIMOHUPOBAHUE.
[IpumepoM MacCHBHOM Yrpo3bl SIBIISICTCS NOJIYy4YeHHE WHGOpMAIMU, MUPKYIUPYIOUIEH B KaHalax
CETH, IIOCPEACTBOM IPOCTYIIMBAHUS.

AKTUBHBIE yrpo3bl UMEIOT LI€JIbI0 HApYLIEHHE HOPMAJIBHOIO Ipolecca pyHKIHOHUPOBAHUS
CETH IIOCPEJCTBOM LIEJIECHANPABICHHOIO BO3JCHCTBMS Ha €€ almnapaTHble, NPOrpaMMHBIE U
uHpOpMalMOHHbIE pecypchbl. K akTHBHBIM yrpo3aM OTHOCSTCS, HallpUMEp, pas3pylIeHHE WU
PaZMOIEKTPOHHOE TOJABICHUE JIMHUM CBSA3M, BBIBOJ U3 CTPOS KOMIIBIOTEPA WM ONEpPALMOHHON
CHCTEMBI, HICKa)K€HHE CBEJCHUHN B M0JIb30BaTENIbCKUX 0a3aX JaHHBIX WJIM CUCTEMHOM MH(OpMauu u
T.I1.

K ocHOBHBIM yrpo3aM 06€3011aCHOCTH OTHOCSTCS:

* packpbITHE KOH(UICHINAIBHON HH(pOpMAINH;

* KOMIIPOMEHTALMs HH(OPMALIUH;

* HECAaHKIIMOHUPOBAaHHBIA 00MeH MHpopMaIuei;

* OTKa3 OT UH(popMaIuy;

* OTKa3 B 00CITy)KMBaHUHY;

* HECaHKIIMOHHPOBAHHOE UCIOJIb30BAHUE PECYPCOB CETH;
* OIIMOOYHOE UCIOJIB30BAHNUE PECYPCOB CETH.

Yrpo3sl  packpelTus ~ KOH(QHUIEHIMAIbHOW  MHGOpPMALMUM  pEaIu3yloTCs  IyTeM
HECAHKIIMOHUPOBAHHOTO JAOCTYIA K 0a3aM JTaHHBIX.

Komnpomeranus napopmanuu peannsyercs HocpeICTBOM BHECEHUSI HECAHKLIMOHUPOBAHHBIX
M3MEHEHUN B 0a3bl JaHHBIX.

HecaHKIIMOHMPOBAHHOE UCIOIb30BAHUE PECYPCOB CETHU SBJISIETCS CPEACTBOM PACKPBITHS MU
KOMIIpOMETAIK HH(POPMAIINH, a TAK)KEe HAHOCHUT YIIEpO MOJIb30BaTEIsIM M a]MHHUCTPAIIIH CETH.

OmunboYHOe HCHOJIB30BAHUE PECYPCOB SBISETCA CIEACTBUEM OIIMOOK, HMMEIOLIUXCS B
nporpaMMHoM obecnieuenuu JIBC.

HecankunonupoBaHHblii 00MeH nHpopManueil Mex1y aDOHEHTaMH CeTH JaeT BO3MOXKHOCTh
MOJIy4aTh CBEAEHHUSA, JOCTYN K KOTOPBIM 3alpelieH, T.€. IO CYTH MPUBOAUT K PACKPHITHIO
uHpopMalnu.

Otka3 oT MHQOpPMAIMM COCTOMT B HENPU3HAHUU MOJIydaTeleM WM OTIPABUTENIEM ATON
nHpopmanuu $akToB €€ MOITyUeHHs UIH OTIIPABKH.

Otkaz B OOCIIy)KMBaHMM IpPEJACTABISAET COOOH BECbMa PpAaCHpPOCTPAHEHHYIO YIpo3y,
HCTOYHHUKOM KOTOpPOH siBisiercst cama ceTb. [1o100HbINH 0TKa3 0COOEHHO OmaceH B ciydasx, Korja
3aJepKKa C IPEIOCTaBICHUEM pPECYpPCOB CETH MOMKET HPHUBECTH K TSDKENbIM Ui aOOHEHTa
MIOCJIEACTBHSIM.

Ciayx0bl 0€30IACHOCTH CETH

Cnyx0bl 0€30IaCHOCTM CEeTH YKa3bIBalOT HaIpaBJIEHUs HEWTpalM3allid BO3MOXHBIX YyIpo3
6e3omacHocT. Ciy>kObl 0€30MaCHOCTH HAXOMAST CBOIO MPAKTHUYECKYIO PEAM3AlNI0 B PAa3IUYHBIX
MexaHn3max OeszomacHocTH. OHAa M Ta ke ciy)k0a 0e30macHOCTH MOXET OBITh peau30BaHa C
HCIOJIb30BaHNUEM PAa3HBIX MEXaHU3MOB O€30MMaCHOCTH WJIM UX COBOKYITHOCTH.

[IpoTtokonsl HHGOPMAIIMOHHOTO OOMEHa B CETSAX JEATCA Ha JBE OOJBIWE TPYIIBI: THIA
BUPTYaJIbHOTO COSJAMHEHUS U JIeHTarpaMMHbIE, B COOTBETCTBUU C KOTOPBIMH CETH TaKXKE MPHUHSITO
JCIINTH HA BI/IpTyaJ'II)HI)Ie nu )IeﬁTanaMMHBIe.

B cersix THma BUPTyanbHOTO COENMHEHHUs Teperada WHGOpMAlMU MEXIy aOOHEHTaMu
OpFaHI/I?)yeTCSI II0 TakK HaSI)IBaeMOMy BI/IpTyaJ'II)HOMy KaHany 158 HpOI/ICXOJII/IT B TpH JTarna. Co31aHuc
KaHana (CoequHeHHe), COOCTBEHHO Mepenavya, YHUUYTOXKeHHe KaHana (pazbeauHenue). CooOieHus
pa30ouBaroTCs Ha OJIOKHU, KOTOPBIC ITEPEIAI0TCS B MOPSJIKE UX CIIAOBAHUS B COOOIICHUH.



B neiftarpaMMHBIX CeTSIX MaKeThl (JeHTarpaMmbl) COOOILIECHHUS MepeaaroTcsl OT OTIPAaBUTENs
K TOJIy4aTeqr0 HE3aBUCHUMO JPYT OT JIpyra MO Pa3IMYHBIM MapIipyTaMm, B CBSI3U C Ye€M MOPSIOK
JIOCTaBKM TIaKETOB MOJET HE COOTBETCTBOBAaTh MOPSAAKY HX CIIEJJOBaHUS B COOOIICHUU.
BupryanpHas ceTh B KOHIIEITYAILHOM IUIAHE PEATU3yeT MPUHITUI OpraHu3alud Tene(OHHOM CBSI3H,
TOorja Kak JeripaMMHasi — IOYTOBOM.

MexnyHapoanas opranusanus cranmaptusanuu (MOC) onpenensier Claeayronme CiayKObl
0€30MacHOCTH:

1) ayrentudukanms (MoATBEPKICHUE MTOJTUHHOCTH);
2) obecrieyeHue eI0CTHOCTH;

3) 3acekpeurBaHNE JaHHBIX;

4) KOHTpPOJIb 10CTYIA;

5) 3ammra OT 0TKa30B.

CnyxObl 4 u 5 enuHbl Ans JAeWTarpaMMHBIX M BHPTyanbHbIX cered. CiyxObr 1-3
XapaKTEepU3YIOTCS OIMpPE/IeICHHBIMU OTINYUSAMU, O0YCIOBICHHBIMU OCOOEHHOCTSIMH HCIOJIb3YEMBIX
B CETSAX MPOTOKOJIOB.

Cay:x0a ayTeHTH(PUKAIM A

Jannast cimyx0a TNPUMEHUTEIIBHO K BUPTYQIbHBIM CETSAM  Ha3bIBACTCS  CIYKOOU
ayTeHTUGUKAIUU 00beKTa (OAHOYPOBHEBOI0) M OOECIEUMBAET MOATBEPXKACHHUE TOTrO (hakTa, 4TO
OTIIPaBUTENIb MH(POpPMAIMH SBISICTCS MMEHHO TEM, 3a KOro OH ceOsl BbIiaeT. [IpuMEHUTENbHO K
JIeTarpaMMHBIM ~ CETAM CIy’)k0a ayTeHTH(QHUKAIMU Ha3bIBaeTCs CIY>KOOW ayTeHTH(UKALUU
HMCTOYHUKA JTAaHHBIX.

Ciyk0bI HeJIOCTHOCTH

[Tox METOCTHOCTHIO TTOHMMAETCS TOYHOE COOTBETCTBUE OTIPABICHHBIX W MOJYYECHHBIX
JTaHHBIX MKy co00i. CityKObI IEIOCTHOCTH ISl PACCMAaTPUBAEMbIX CETEH BBINISIAT CIASAYIOIIUM
obpa3zom.

BuptyanbHbie ceTu:
* cITy’k0a IEJTOCTHOCTH COCTMHEHHUS C BOCCTAHOBIICHHEM;
* cy»0a 1IeJIOCTHOCTU COeTMHEHUsI 6€3 BOCCTAaHOBIICHUS;
* cy0a [EeJTOCTHOCTH BEIOOPOYHBIX MOJICH COCTUHEHUS.

JeiitarpaMMHbIE CETH:
* ciy’k0a 1IeTTOCTHOCTU 0€3 COeMHEH NS,
* ciy>k0a IeTOCTHOCTH BBIOOPOUHBIX MoJiel 6e3 coequuenus. [loa monsMu mOHUMalOTCs OTAETbHBIC
OTIpe/ieJICHHBbIC 3JIEMEHTHI OJIOKOB WJIM TIAKETOB TEpelaBaeMbIX JaHHBIX. [10J BOCCTaHOBJICHHEM
MOHUMAIOTCSL TPOIEAYpbl BOCCTAHOBJICHUS JAHHBIX, YHUYTOXKEHHBbIX (MM mOTepsHHBIX B
pe3yibTaTe OOHApPY)KEHHUSI MCKa)KeHWH, BCTABOK WJIM TOBTOPOB B OJIOKax, WM AceiTarpamMmmax. B
cinyx0ax IEeOCTHOCTH JeHTarpaMMHBIX CeTell Hamu4Me MPOLEAYp BOCCTAaHOBICHUS He
MpeycCMaTprUBaeTCsl.
Cay:x0bl 3aceKpeuynBaHusl TaHHbIX

Ciy>xObl 3aceKpeUrnBaHUs JAHHBIX:

* clIy’k0a 3aCeKpeunBaHuUs COeIMHEHUS — 00eCTIeYNBAET CEKPETHOCTh BCEX JAHHBIX, MEPECHIIAeMbIX
00BEKTaMU TI0 BUPTYAITBHOMY KaHAITY;

* cimy>k0a 3aceKpeurBaHus 0€3 COeIMHEHUsI — 00ECTIeUnBaeT CEKPETHOCTh JAHHBIX, COJIEPIKALUXCS B
KaXXJ0¥ OTZIEJIbHON IelTarpamMmme;

* cy»0a 3aCeKpeunBaHus OTJENbHBIX MMOJIEH COeTUHEHHUS;

» crmyx0a 3acekpeumBaHHS Tpadhuka — HEUTPATU3YeT BO3MOXKHOCTH IOJYYCHHSI CBEJCHUUA 00
abOHEHTaX CeTH U XapaKTepe HCIOIh30BaHUS CETH.

MexaHu3Mbl 0€3011ACHOCTH

Cpenn MexaHU3MOB 0€30MacHOCTH ceTei, mpeaycMoTpeHHIXx MOC, 0OBIYHO BBLACTSIOT
CJIEyIOIIIE€ OCHOBHBIE:

* mMQpoBaHue;
* KOHTPOJTb JIOCTYTIA;
* nudpoBas MOAMKCH.

[IndpoBanre MPUMEHSIETCS JUIS peaTH3aIH CITY>KO 3aCEKPEUNBAHUS U UCTIONB3YETCS B PsJIE

JPYTUX CITYXO.



MexaHu3Mbl KOHTPOJIS JIOCTyHa OOECIeYHBAIOT peaM3alui0 OJHOUMEHHOW CITY:KOBI
0€30MaCHOCTH, OCYIIECTBIISIOT MPOBEPKY TMOJHOMOYMH OOBEKTOB CETH, T.€. MpOrpaMMm H
MOJIb30BaTeNeH, Ha AOCTYI K pecypcam ceTH. [lpu mocTyme K pecypcy uepe3 coeNnHEeHUEe KOHTPOIb
BBITIOJTHSETCS. B TOUKE MHMIIMAIN3ALUU CBS3H, B MPOMEKYTOUHBIX TOUYKaX, a TakKe B KOHEUHOMU
TOUKE.

MexaHu3Mbl KOHTPOJIA JOCTYTIA JEJIATCS Ha IBE€ OCHOBHBIE TPYIIIIbI:

- ayreHTH(UKaUI 00BEKTOB, TPEOYIOMIMX pecypca, ¢ MOCIEAYIOMEH MPOBEPKON AOMYyCTUMOCTH
J0CTyMa, AJi1 KOTOPOM UCIIOJIb3YyeTCs crenuaibHas HHpOopMaIlMOoHHas 6a3a KOHTPOJIS JOCTYIIa;

- HCIOJIb30BAaHME METOK OC30MAaCHOCTH, CBSI3bIBAEMBIX C OOBEKTaMM;, HaIU4he y OOBEKTa
COOTBETCTBYIOIIETO MaHAaTa IaeT MPaBo Ha JOCTYII K Pecypcy.

CaMbIM  pacnpoOCTpaHEHHBIM U  OJHOBPEMEHHO CaMblM  HEHAJEKHBIM  METOAOM
ayTeHTU(UKAIUU SBISETCS MApOJIbHBIA JOCTYI. boliee COBEPIIEHHBIMU SBIISIOTCS TIACTUKOBBIE
KapTOUYKHU U 3JIEKTPOHHbIE >KeTOHbl. Hanbonee HaIeKHBIMU CUUTAIOTCS METOMABI ayTCHTH()HUKAIIU
0 0COOBIM MPUMETAM JTUYHOCTH, TaK HA3bIBAEMbIC OMOMETPHYECKHUE METOIBI.

[MudpoBasi moANUCH UCHOIB3YETCS IJS peaqu3aluu CAyxO0 ayTeHTH(HAIl U 3aIIUThl OT
oTka30B. [1o cBoeii cyT OHA MpHU3BaHA CIYKUTh AJICKTPOHHBIM AHAJIOTOM PEKBU3HTA «IIOJITUCHY,
UCIOJIb3YeMOr0 Ha OyMaXKHBIX JOKyMeHTax. MexaHu3sM IudpoBoil noamucu Oa3zupyeTcss Ha
UCIOJIb30BaHUU croco0a mu@poBaHUsI C OTKPBITHIM KIFOUYOM. 3HAHHWE COOTBETCTBYIOIIETO
OTKPBITOTO KII0Ya JAeT BO3MOXHOCTh TIOJMY4YaTeN0 AJIEKTPOHHOTO COOOIIEHUS OJHO3HAUHO
OIIO3HATH €0 OTIPABUTEIIS.

JlononHUTENbHBIMA MEXaHU3MaMu Oe3omacHocTH, npeaycMoTpeHHbiMu MOC, sBIstOTCS
clIeyIolue:

* obecrieyeHue 1eJIOCTHOCTH JaHHBIX;
* ayTeHTH(DHUKAIHS;

* IOICTAaHOBKA TpaduKa;

* yIpaBlieHUE MapIIPyTH3AIUCH;

* apOuTpax.

Mexanu3Mbl  00€CIIEUCHHSI  IEJIOCTHOCTH  JIAHHBIX  HANpaBICHBI HA  peau3aluio
OJTHOMMEHHOM CITY>KObI KaK MPUMEHUTEIHHO K OTACIIbHOMY OJIOKY JaHHBIX, TaK U K MOTOKY JaHHBIX.
LemoctHoCTh 010Ka OOECIeYnBaETCS BHIMOJHEHHEM B3aUMOCBSI3aHHBIX MPOLEAYp MHPPOBAHUSI U
nemrdpoBaHus OTHPAaBUTENEM M IoiydareiaeM. Bo3mMoxHbI U 6osiee MpocThie METOJbI KOHTPOJIS
IIEJIOCTHOCTH TMOTOKA JIAHHBIX, HAIIPUMEP HyMeparus OJIOKOB, JOMOJHEHUE UX METKOW BpEMEHU U
T.J.

Mexaau3Mbl 00eCTIeUeHHs ayTCHTH()DUKAITNN HCIIOIB3YIOTCS JUISl peall3alii OTHOUMEHHOU
CIIy>kOBbI, pa3andaioT OJHOCTOPOHHIOI U B3aUMHYIO ayTeHTU(UKanuo. B nmepBom ciydae onuH U3
B3aMMO/ICHCTBYIOMUX OOBEKTOB OJIHOTO YPOBHS MPOBEPSET IMOMIMHHOCTH JAPYTOro, TOTJA Kak BO
BTOPOM — MPOBEpPKa ABJIsAETCS B3auMHOUN. Ha mpakThke MeXaHU3Mbl ayTeHTU(DUKAINH, KaK TPaBUIIo,
COBMEIIAIOTCS C KOHTPOJIEM JIOCTYIA, I poBaHreM, TU(HPOBON MOIMUCHIO U apOUTPaXKEM.

MexaHu3Mbl ~ TIOJICTAHOBKM  TpaduKa  HCIONB3YIOTCA  JUIS  pealld3aluh  CIYXKObI
3aceKpeUYrBaHUS MOTOKA JaHHBIX. OHM OCHOBBIBAIOTCS HA TCHEpAIMH OOBEKTaMU CETH (DHKTHUBHBIX
OII0KOB, UX MHU(POBAHUK U OPTAHU3AIUH UX Tepeadr o KaHallaM CETH.

MexaHu3Mbl  YIPaBICHUS MapIIPyTHU3aNHUeHd HWCHONB3YIOTCSA JUIS  peau3aluil  CIIyKO
3aceKpedyrBaHus. JTH MEXaHU3MbI 00€CMEeUNBAIOT BHIOOP MapUIPYTOB ABMXKEHHUS WH(MOPMALUU T10
CETH.

MexaHu3mbl  apOuTpaka OOECHEeYMBAIOT TMOATBEPKACHUE XapaKTEPUCTHK JaHHBIX,
nepegaBaeMbIX MeEXAy OOBEKTaMH CeTH, TpeTbei cTopoHOou. st »TOoro Bcs MHQpOpManus,
oTIpaBisieMasl WIH Toidydaemass OOBeKTaMH, MPOXOIUT W uepe3 apOuTpa, YTO TO3BOISET €My
BITOCJICJICTBUH TIOJTBEPIUTH YIIOMSHYTBIC XapaKTePUCTHKH.

B obOmeMm ciydae st peanu3anuu OJHOW CIY»KObI O€30MACHOCTH MOXET HCIIOJIb30BaThCS
KOMOHMHAIHSI HECKOJIBKUX MEXaHU3MOB 0€30ITaCHOCTH.



3ammTa onepanMoOHHBIX CHCTEM M o0ecrieyeHre 0e30IIaACHOCTH pacnpee/JIeHHbIX
0a3 TaHHBIX

OmnepanroHHas CUCTEMa W alapaTHBIX CPEJICTBA CETH OOECIEeYMBAIOT 3alIUTY PECypPCOB
CeTH, OJAHUM U3 KOTOpPBIX sBisieTcss cama OC, T. €. BXOASAIIME B HEE MPOTpaMMbl U CUCTEMHAas
nndopmanus. I[lostomy B cerepoit OC JIBC nomkHbl OBITh TaK WM HWHA4Ye pPEaTU30BaAHbBI
MEXaHU3MbI 0€30MTaCHOCTH.

[TpunsTo pa3nuyars:

* TACCUBHBIC OOBEKTHI 3amUTHl ((Qailyibl, TPUKIATHBICE TPOTPAMMBI, TEPMHUHAJIBI, O0JIACTU
OIepaTUBHOM MaMSTH U T. 11.)

* aKTHUBHBIE CYOBEKTHI (IIPOIECCHI), KOTOPHIE MOTYT BBHIMOJIHATH HAJl OOBEKTAMH OIpECIICHHBIC
oreparuu.

3amuTta OOBEKTOB pealM3yeTCsl OMEPAIMOHHON CHUCTEMON IOCPEICTBOM KOHTPOIS 3a
BBITIOJTHEHUEM CYOBEKTaMH COBOKYITHOCTH MpPaBHJI, PErVIAMEHTUPYIOUINX YKa3aHHbIE OMNEPalUU.
VYKa3zaHHYI0O COBOKYITHOCTh HHOI/IA HA3bIBAIOT CTATyCOM 3amuThl. Onepaiuu, KOTOpPbIE MOTYT
BBITIOJTHATHCS HAJ| 3alUIICHHBIMH OOBEKTaMH, MPHUHITO Ha3blBaTh IMpaBaMU [OCTyMa, a IpaBa
JoCTynma CyOBbeKTa 1O OTHOIICHHIO K KOHKPETHOMY OOBEKTY — BO3MOXKHOCTSAMH. B KadecTBe
dbopmanbpHOW Moaenu ctaryca 3amuThl B OC yalie BCero MCIojib3yeTcs TaK Ha3blBaeMas MaTpHila
KOHTPOJIS IOCTYTIA.

JlocTaTouyHO MPOCTHIM B peajn3alliu CPEACTBOM pasTpaHUUEHUs JOCTYNA K 3alIUIAeMbIM
00BEKTaM SBJISCTCS MEXaHU3M KOJIel O€30TTacHOCTH.

3amuta ¢aiimoB B OC opranuzoBaHa craenyrommm oOpazoMm. C  KaxaeiM ¢ailiom
CBA3BIBACTCSI MHOXECTBO IIpaB JOCTYIA: YTEHHE, OOHOBJICHHE U (WIM) BBINOIHEHUE (MJIs
ucnonHseMbIx (aitnos). Brnagenen gaiina, T. €. co3aasiee ero JUI0, MOJIb3YETCS MO OTHOLIECHUIO K
¢aiiny Bcemu nmpaBaMu. YacTh 3THX TPaB OH MOXKET MepPeIaTh WiCHAM TPYIIIHI - JTUIaM, KOTOPBIM OH
JIOBEpsIeT CBE/ICHUS, UMEIoNIecs B (aiine.

Hoctyn k pecypcam OC yaiiie BCero orpaHu4eH CpeCTBaMU 3aIIUTHI 10 mapossimM. [lapons
MOJKET OBITh MCIIOJI30BaH U B KauecTBe Kitoua i mudpoBaHus-aemudpoBanus nHbopManuu B
noJyib3oBarenbckux (ainax. Camu Mmapoiaum TakKe XpaHATCS B 3alin(poBaHHOM BHUIE, 4TO
3aTpyaHSIET MX BBISBJICHHE U HCIIOJIb30BAHUE 3JI0OYMBINUICHHUKaMH. [[apois MoeT ObITh M3MEHEH
0JIb30BaTEJIeM, aIMUHUCTPATOPOM CUCTEMBI JTMOO CaMOl CHCTEMOM 10 UCTCUYCHUN YCTAaHOBJICHHOTO
WHTEpBajia BpEMEHMU.

3ammTa pacnpenejgeHHbIX 0a3 JaHHBIX

ObecnieueHune pacrpene’aeHHbIX 0a3 JaHHBIX O€30MacHOCTH paclpeleleHHbIX 0a3 JTaHHBIX
(PBH) xocBenHo peamusyercs cereBoii OC. OpHako Bce yKa3aHHblE MEXaHU3MBl U CpeJCTBa
MHBAapUaHTHBl KOHKpPETHBIM croco0am mpexactaBieHuss uHpopmaiuu B BbJI.  IlogoOnas
MHBAapUaHTHOCTh IPUBOAUT K TOMY, YTO B CIIy4ac HENPUHATHUS CHELMAIBHBIX MEP BCE MOJIB30BATEIN
CVYB]] umerot paBHbIe IpaBa Mo WCIOJIb30BAHUIO U OOHOBJIEHUIO BCe MHPOpPMAINK, UMEIOIIEHCS B
6a3e nmaHHBIX. B TO ke Bpems yka3zaHHas MHQOpMaIus, Kak M IpU €€ HeaBTOMAaTU3UPOBAHHOM
HaKOIUIEHUHU U HCIOJIb30BaHUU, JOJDKHA OBITh pa3dUTa Ha KaTeropuu No TpUdy CEKpeTHOCTH,
rpynnaM IOJb30BaTeNIeld, KOTOPBIM OHA JIOCTYIIHA,a TAaKXe IO ONEpalMsM HaX HEH, KOTOPbIE
paspelleHbl yka3aHHbIM IpynnaM. Peanu3zanus storo npoiecca TpedyeT pa3paObOTKU U BKIIOUEHUS B
coctaB CYDB/| cnenuanbHbIX MEXaHU3MOB 3aILUTHI.

[TpunsTHe pemieHus o AOCTyIEe K TOM WM MHOM uHopmanuu, nMeromeiics B PBJI, moxer
3aBHUCETH OT CIEIYIONUX (PaKTOPOB:
1) BpeMeHH U TOUKH JIOCTYIIA;
2) Hanuyus B bJ[ onpeneneHHbIX CBeACHMI;
3) Texkyuects coctostaust CYB/I;
4) NOTHOMOYMI MOJTB30BATENS;
5) npeapicTopuu oOpaleHus K JaHHbBIM.

Cayuaii 1. JJoctyn k B/l ¢ kaxnoro tepmunana JIBC mMoxer ObITh OrpaHUYEH HEKOTOPHIM
(bUKCUPOBaHHBIM OTPE3KOM BPEMEHH.



Cayuaii 2. [lonb3oBarens MokeT noayuuTh U3 b/l nHTEpecytomye ero cBEAeHNs TOIbKO IpU
YCIIOBUHU, YTO 0a3za JaHHBIX COJEPKUT HEKOTOPYIO B3aUMOCBS3aHHYIO C HHMH HH(QOpPMAIUIO
OIIPEAEIIEHHOTO CONEP KAHMUS.

Cnyuait 3. OOHoBneHue wuHbopMmanuu B HekoTopod bJ[ mMoxker OBITH pa3permeHo
MOJIb30BATEII0 TOJBKO B TE€ MOMEHTHl BPEMEHH, KOrja OHa He OOHOBISETCS IPYTUMHU
10JIb30BATEIISIMHU.

Cnyuait 4. Jlnd KaxIOro I0Jb30BaTeNs MPUKIAJHOM IPOrpaMMbl YCTAHABIMBAKOTCS
UHIUBUAYaJIbHBIE IpaBa Ha [JOCTYN K pa3IUYHbIM dJeMEeHTaM 0a3bl JaHHBIX. OTH IpaBa
pEerIaMeHTUPYIOT ONEpalli, KOTOPBIE IOJIb30BATEIb MOKET BBINOJHATh HAJl YKAa3aHHBIMU
aneMeHTaMu. Hampumep, mnonp3oBarento MOXeT ObITh paspemieH oT0op anemeHToB bJl,
coJieprKalux UHPOPMAIMIO O TOBapax, MpeajaraeéMbiX Ha OMpIKe, HO 3allpelieH0 0OHOBJICHHUE ITUX
CBEJICHUM.

Cnyuait 5. B ocHOoBe »TOro ¢akropa JEKHUT TO OOCTOSTEIHCTBO, UYTO HH(POPMAIIHIO
I10JIb30BATEIb MOYKET IOJYYUTh HE HENOCPEACTBEHHBIM OTOOPOM TE€X WM MHBIX 31eMeHTOB BJl, a
KOCBEHHBIM IIyTe€M, T. €. TIOCPEICTBOM aHainu3a u comocraBieHuss orBetroB CVYBJl Ha
MOCJIeIOBATEIbHO BBOJUMBIE 3ampochl (KOMaHIbl Ha OOHOBJIEHHE NAHHBIX). B cB3uM ¢ 3TUM A8
obecrieuenus Oe3omacHocT wHGopMmanuu B bl B o0mem ciydae HEOOXOIUMO YUYUTHIBATH
MPEIBICTOPHIO OOpaIeHHsI K TAHHBIM.

Opranuzanus 3amUThI MHGOPMAUM B KOPNIOPATHBHOM CeTH

ObecnieueHne 0Oe30MacHOCTH HMH(OpPMALMM B KPYIHBIX aBTOMAaTU3MPOBAHHBIX CHUCTEMAX
ABJISICTCA CJIOXKHOM 3a/aueii. PealbHyI0 CTOMMOCTB COZiepKalleicss B TaKUX CUCTEMax MHpOpMaLuu
MOJICUUTATh CI0KHO, a 0€30MaCHOCTh HHPOPMALMOHHBIX PECYPCOB TPYIHO U3MEPUTH HITH OLICHUTH.

OO6bexToM 3ammThl B coBpeMeHHbIX AVC BbICTYHaeT TEeppUTOPHUAIBbHO pacHpeieieHHas
TeTepOreHHasl CETh CO CIOXKHOU CTPYKTYpOH, MpeaHa3HauYCHHAs IJIs paclpeiesieHHOH 00paboTKu
JaHHBIX, YacTO Ha3bIBaeMas KOPIOPATHBHOHM CeThl0. XapakTepHOH OCOOCHHOCTBIO TAaKOH CETH
ABISIETCA TO, YTO B HeH (YHKUMOHMpPYET OOOpYJOBAaHHE CaMbIX pPa3HBIX IMPOU3BOAMUTENEH U
IIOKOJICHUH, a TaK)Ke HEOJHOPOIHOE MPOrpaMMHOE 00ecrieueHe, HE OPUEHTUPOBAHHOE U3HAYAIbHO
Ha COBMECTHYIO 00pabOTKY JaHHBIX.

Pemenne npobnem 6e3omnacHoctu AMC 3akioyaercsi B IOCTPOEHUU LEIOCTHOW CHUCTEMBI
3amuThl nHGopManuu. [Ipu 3ToM 3ammra OT PU3NYECKUX YTrpo3, HApUMEpP AOCTYIa B MOMEIEHUS
n yredku nHpopmanuu 3a cuet [I9MMU, He BbI3bIBaeT 0coObIX mpobsieM. Ha npakTuke mpuxoaurcs
CTAJKUBAThCS C psAAOM Oojiee OOLIMX BOIMPOCOB MOJUTUKU OE30MAaCHOCTH, PEIIEHHE KOTOPBIX
o0ecnieunT HaJexHOe M OecriepeOoiiHOE (YHKIIMOHUPOBAHUE HWHMOPMAIIMOHHON CHUCTEMBI.
I'maBHBIMU 3TaniaMy NOCTPOEHUS MOJIUTUKU OE30MTaCHOCTH SIBJISIOTCS CIEAYIOLIUE:

* oOcienoBaHre WHPOPMALMOHHON CHCTEMBI HA MPEIMET YCTAHOBIICHHUS €€ OpraHW3allMOHHON M
MH(POPMALIMOHHOM CTPYKTYpPHI M yTpo3 0€30MacHOCTH UH(pOpMAIIUH;

* BEIOOp M YCTaHOBKA CPEJICTB 3aIIUTHI;

* [IOJITOTOBKA MepCcOoHaja paboTe CO CPeCTBAMU 3aIIUTHI;

* OpraHu3anus 00CIIy>KMBaHUS 110 BOITPOcaM UHPOPMAIIMOHHOM 0€30MacHOCTH;

* CO3/1aHUE CUCTEMBI IEPHOANYECKOT0 KOHTPOJIs HH(popMaimoHHo# 6e3omacHocTy MC.

B pesynprate wusydenus crpyktypel MC u TexHomorun oOpaOOTKM JaHHBIX B HEH
paspabarbiBaeTcss KoHuenuus uHpopmanuonHoit Oe3omacHoctd MC, Ha OCHOBE KOTOpBIX B
TambHEWIeM MPOBOAATCS Bce paboTel mo 3ammre wHpopmarmun B MC. B KoHIENmmu HaxomsT
OTpa)KEeHHE CJIECAYIONINE OCHOBHBIE MOMEHTHI:

* OpraHW3aIUs CETH OpPTraHU3aIHN;

* CYLIECTBYIOIIME Yrpo3bl 0€30MacHOCTH HH(OpMAIMM, BO3MOXHOCTH HX peaju3aluu u
MpeArnoiaraeMblid yIiep0 OT 3TOH pean3aluy;

* opranuzanus xpanenust uHdopmaruu B UC;

* opranm3anus o0paboTku wuHOpManuu; (Ha KaKUX paboduMx MecTax M C IMOMOIIBI0 KaKOTo
IIPOrpaMMHOT0 0OecreueHus);

* periaamMeHTalus JoIycKa epcoHalia K TOM Wi MHOM HH(pOpMaIH;

* OTBETCTBEHHOCTb MIEPCOHANIA 3a obecrieueHre 6e30MacHOCTH.



B koHeuHOM MTOre Ha OCHOBE KOHLENIMH HH(popManroHHOH Oe3onacHoctu MC co3pmaetcs
cxema 0e30MacHOCTH, CTPYKTypa KOTOPOM TOJIKHA YAOBIETBOPATH CIEAYIOIIUM YCIOBUSIM:

1. 3amura OT HECAHKIIMOHUPOBAHHOTO NPOHUKHOBEHHUS B KOPIOPAaTHBHYIO CETb M BO3MOYKHOCTU
yTeuKH UH(pOpMAILIMH 110 KaHaJlaM CBSI3H.

2. PasrpanndeHue MoTokoB HH(GOPMAIIMK MEXKYy CETMEHTAMH CETH.

3. 3amura KpUTUYHBIX PECYPCOB CETH.

4. 3anmTa paboYrx MECT M PECYPCOB OT HECAHKIIHOHUPOBAHHOTO JOCTYIIA.

5. Kpunrorpaduueckas 3anura nHGOPMALIMOHHBIX PECYPCOB.

B mHacrosmiee Bpemsi HE CyLIECTBYET OAHO3HAUHOIO pELIEHUS, allapaTHOro WIU
MPOrPaMMHOT0, OOECIIEYHBAIONIETO BBIMOJIHEHUE OJHOBPEMEHHO BCEX MEPEUUCIICHHBIX YCIOBHUH.
TpeboBanusi KOHKpeTHOro MoJib3oBatTens 1o 3amure uHGopmanuu B C cyecTBeHHO pa3HSATCH,
[I03TOMY KaXKJas 3ajaya PelIaeTcsl 4acTO MHAMBHUAYAJIBHO C MOMOIIBIO TE€X WM MHBIX M3BECTHBIX
cpenctB 3amuThl. CuuTtaercs HopMalbHbIM, Koraa 10-15% croumoctu MHpOpMAIMU TpaTUTCS Ha
HNPOAYKTHI, oOOecreynBaromue O0e30MacHOCTh (PYHKIIMOHUPOBAHMS CETEBOW WH(POPMAIMOHHOM
CUCTEMBI.

3amuTa 0T HeCAHKIMOHUPOBAHHOT0 MPOHUKHOBEHUS M YyTeUKU HHpopManum

OCHOBHBIM MCTOYHHMKOM YI'pO3bl HECAHKIIMOHUPOBAaHHOTO NIpOHUKHOBeHUs B AVC sBisercs
KaHaJI MOJKJIIOYECHMs K BHEIIHEW ceTu, Hanpumep, K Internet. BeposTHOCTE peanusanuu yrpossl
3aBUCUT OT MHOXecTBa ()aKTOpPOB, MO3TOMY T'OBOPUTh O E€AMHOM CIIOCOOE 3allUThl B KaXI0M
KOHKPETHOM CIIy4ae HE€ IPEJCTaBIACTCS BO3MOXKHBIM. PacrpoCTpaHEHHBIM BAapHAHTOM 3aLUTHI
SBJISICTCS IPUMEHEHHE MEKCETEBBIX IKPAHOB MJIM OpaHMay3pOB.

bpannmaysp - Oapbep MeEXIy ABYMs CETSAMHU: BHYTPEHHEH M BHeEIIHEH, obOecrieuyuBaer
IIPOXOKJCHUE BXOIALIMX M MCXOIALIMX IIAKETOB B COOTBETCTBUU C IIPABWJIAMH, OIPENEICHHBIMU
aIAMUHUCTPATOPOM CETH. bpaHamaysp yCTaHABIMBAETCA y BXOJA B KOPIOPATHBHYIO CEThb U BCE
KOMMYHHUKAIlMM IPOXOAAT 4epe3 Hero. BO3MOXHOCTM MEKCETEBBIX JKPAaHOB ITO3BOJISIOT
ONpEACINTh M pEan30BaTh IPAaBWJA pa3rPaHUUYEHUs NOCTyNAa Kak i1 BHEUIHUX, TaK W UL
BHYTPEHHUX I0JIb30BaTeNIell KOPIOPATUBHOW CETH, CKPBITh, IPU HEOOXOAUMOCTH, CTPYKTYPY CETH
OT BHEUIHEro I0JIb30BaTelsl, OJIOKUpOBaTh OTHPAaBKY HMHGOpPMALMU IO «3alpeTHBIMY» ajpecam,
KOHTPOJINPOBATh HMCIIOJIB30BAaHHUE CETH U T.A. BXOJ B KOPHOpPAaTMBHYIO CE€Th CTAaHOBHUTCS Y3KUM
MECTOM, IPEKIE BCErO IS 3I0YMBIIUICHHUKA.

Beibop OpaHaMay’poB JOCTaTOYHO IIUPOK. B KauecTBe pexkoMeHJalMu HEOOXOAUMO
OTMETHTh, YTO IKEJaTeIbHO OPHUEHTHPOBATHCA HAa MNPOAYKTHI, cepTuduiupoBanusie ['oc-
texxkomuccuer Poccun. HecMmoTpst Ha ©osee BBICOKYIO CTOMMOCTH (CEpTU(PHUIMPOBAHHBIA 3KpaH
cTouT B cpegHeM Ha 10-15% noporke HecepTU(PULMPOBAHHOIO), TPUMEHEHUE CEPTUPHUIIMPOBAHHBIX
MEXKCETEBBIX 3KPAHOB JA€T PsiJl NMPEUMYLIECTB B PEIICHUH HOPUAMYECKUX ACIIEKTOB OpraHU3alldH
3alIUThl KOHQUIEHIIMAIbHON MH(POPMAalLlMK, a TaK)Ke HEKOTOPYIO FapaHTHIO KayecTBa pean3alluu
3aIIUTHBIX MEXaHU3MOB B COOTBETCTBUH C PYKOBOJSIIUMHU JOKYMEHTAMH, ICUCTBYIOIIMMH B HAIIEH
CTpaHe.

Pasrpannyenue norokoB HHGOpPMALUH MEKAYy CErMEHTAMH CeTH

B 3aBucumocTtu ot xapakrtepa mHpopmanuu, odpadaTsiBaeMOil B TOM HWJIM WHOM CETMEHTE
CeTH, W OT croco0a B3aMMOJCHCTBUS MEXKAY CErMEHTaMU pEean3yIOT OJUH U3 CIEAYIOIUX
BAapUAHTOB.

B mepBoMm BapmaHTe HE yCTaHABIMBAETCS HHUKAKOTO pasTpaHUueHUs HHQPOPMAITMOHHBIX
MTOTOKOB, T.€. 3alllUTa MPAKTUIECKH OTCYTCTBYET. Takoil BapwaHT OINpaBJaH B CIIy4asX, KOT/Ja HA B
OJTHOM W3 B3aUMOJICHCTBYIOIIUX CETMEHTOB HE XpaHHUTCA W He 00pabaThIBaeTcsi KpUTHYHAS
nH(pOpMAIIUS WM KOTJIa CETMEHTHI CETeBON MH(POPMAIIMOHHONW CHUCTEMBI COAEpk AT HHEPOPMAIIHIO
OJIMHAKOBOM BaYKHOCTU U HAXOJSTCS B OJTHOM 3/IaHUHU, B MPEEIAX KOHTPOJIUPYEMOMN 30HBI.

Bo BTOpoM BapmaHTe pa3rpaHUuYEHHE JOCTUTACTCS CPEICTBAMH KOMMYHHKAIIMOHHOTO
obopynoBaHusi (MapUIpyTU3aTOPhI, MEPEKIOYATeNd U T.I.). Takoe pasrpaHUyYeHHe HE MO3BOJSET
peann3oBaTh 3alIUTHBIE (QYHKIIUHA B TTOJJHOM O0OBEME MOCKOJIBKY, BO-TIEPBBIX, KOMMYHHKAIIMOHHOE
o0opy/noBaHUE HM3HAYATBHO HE PACCMATPHUBACTCS KAaK CPEICTBO 3allUTHI U, BO-BTOPBIX, TpeOyeTCs



JeTalbHOE TPEACTABICHUE O CTPYKTYpPHl CETH M LHMPKYIUPYIOIIUX B Hel HH(OPMAIMOHHBIX
ITOTOKOB.

B Tperhem BapuaHTe mpeanonaraeTcs NpuUMeHeHHe OpaHamays’poB. JlaHHBIM crmocoO
IIPUMEHSIETCA, KaK IPAaBWIO, MPU OpraHU3alud B3aUMOACUCTBHS MEKIY CETMEHTAMM 4YEpe3 CETh
Internet, xorma yxe yCTaHOBJIEHBI OpaHAMAay3pbl, MpPEJAHA3HAYCHHBIC IJII KOHTPOJS 3a MOTOKaMHU
uHbopMaLUn MeXAy MH(POPMALMOHHON cucTeMOM U ceThlo Internet.

3amura KpuTHYHBIX pecypcoB AUC

HaunbGonee kxpuTHUHBIMHM pecypcamMy KOPIIOPATUBHOM CETH SBIISAIOTCA CEPBEPHI, & OCHOBHBIM
CIocOo0OM BMENIATENbCTBA B HOPMAJIBHBIN IpoIrecc uxX (yHKIMOHUPOBAHUS — MPOBEACHUE aTaK C
UCIOJIb30BAHUEM YSI3BUMBIX MECT B allllapaTHOM U IPOrpaMMHOM obOecrieueHUH. ATaka MOXET ObITh
peain30BaHa Kak U3 BHEIIHEW CETHU, TaK U U3 BHyTpeHHeW. OCHOBHas 3ajjadya 3aKJIOYaeTCs He
CTOJIBKO B CBOEBPEMEHHOM OOHApY>KEHUH U PErHCTPALlUU aTaKu, CKOJIBKO B IPOTUBOAEHCTBUHU €.

Hawnb6onee MOIIHBIMHU HHCTPYMCHTAMH 3alllUThl, MPCAHAZHAUYCHHBIMU [JIA OICPATHBHOIO
pearupoBaHMs Ha MOJOOHBIE HAIAAEHUs, ABISAIOTCS CHELMAIbHBIE CUCTEMBI, HANOJ00HUE CUCTEMBbI
RealSecure, mpon3Boanmoii amepukaHckor kopnopanueii Internet Security Systems, Inc., koTopbie
MIO3BOJISIIOT CBOEBPEMEHHO OOHAPYXUTh U IMPEAOTBPATUTh HanboJIee U3BECTHBIE aTAKH, IPOBOIUMBIE
I10 CETH.

3ammuTa paboyux MecT U pecypcoB 0T HECAHKIIMOHUPOBAHHOIO J0CTYIa

Jlo Hacrosiero BpeMeHH OOJBIIMHCTBO aBTOMATH3WPOBAHHBIX CHCTEM OPHEHTHPYETCS
TOJIbKO Ha BCTPOEHHBIE 3alllUTHBIE MEXAHU3MbI CETEBBIX ONEPALMOHHBIX cucTeM. [Ipu npaBuiIbHOM
aJIMMHUCTPUPOBAHUHN TaKHME MEXaHU3Mbl OOECHEUMBAIOT OCTATOUHYIO 3alIUTy WHGOpManuu Ha
cepBepax KOPIOPAaTUBHOM CETH.

Opnako o00paboTka uHbOpManuu, MOANEKAIIEH 3alluTe, MPOU3BOAUTCA Ha paboUnx
CTaHIUAX, MOAABJISIONIEE OOJBIIMHCTBO KOTOPHIX (Oosee 90%) pabortaer mox ympaBieHuem MS
DOS wmu Windows'95 u He wumeer cpeacTtB obecnedyeHus O€30HACHOCTH, TaK Kak 3TH
OIIEpaI[MOHHBIE CHCTEMBI HE COJEp)KAT BCTPOEHHBIX MEXaHM3MOB 3amuThl. Kak crencrsue, Ha
HE3alUIIEHHOM paboueM MecTe MOKeT 00pabaTbiBaThCs KpPUTHUYHAS HHPOpMAIMS, JOCTYI K
KOTOPOH HHYeM He orpanmyed. Jlnsg pabouumx cTaHIMA  PEKOMEHIYeTCsl IMPHMEHSTh
JOTIOJIHUTEIbHBIE CPEACTBA 3AIUTHI, YaCTh U3 KOTOPBIX ONMCaHa B MIPEAbIAYILIEM pa3Jiee.

Kpunrorpadpunueckas 3amura nHGpOpMaIHOHHBIX PeCypCcOB

].HI/I(bPOBaHI/Ie SABJIIICTCA OJHHMM M3 CaMBbIX HaJICXKHBIX Ccroco0oB 3alIuThl OAaHHBIX OT
HECAHKIIMOHMPOBAHHOTO 03HAaKOMJIeHHs. OCOOEHHOCThIO MPUMEHEHUS IOJJOOHBIX cpelcTB B Poccun
ABJICTCA  JKECTKad  3aKOHOAATCJIIbHAasA  pCrilaMCHTalus. I[J'If[ 3alInUThI KOH(l)HJleHHHaHBHOﬁ
uHboOpMalMU pa3pemiaeTcs MpUMEHATh Toibko cepTuduuupoBanusie GAIICU nponykrel. B
HACTOAICEC BPEMA B KOPIIOPATUBHBIX CCTAX OHU YCTAaHABJIMBAIOTCA TOJIBKO HA TEX pa60q1/1x MeECTax,
IrJle XpaHUTCsl UH(OpPMAIHsl, UMEIOILasi OYeHb BBICOKYIO CTEIEHb Ba)KHOCTH.

JTanbl NOCTPOEHUA MOJTUTHKH 0e30I1aCHOCTH

[To oxoHuaHum paboOT mepBOoro srtama - oO0cienoBaHUS HHPOPMAIMOHHOM CUCTEMBI -
HE00X0/AMMO MUMETh MOJIHOE MPEACTaBICHUE O TOM, B KAKOM COCTOSIHUM HAaXOJUTCS KOPHOPAaTUBHAs
CETh U O TOM, YTO HYXKHO CZ€JIaTh, YTOObI 00ECMEYUTh B HEW 3aIUTy HHGOPMAIIHIH.

Ha ocHoBe naHHBIX OOCIEIOBaHMS MOXHO MEpeHTH KO BTOPOMY 3Taly - BBIOODY,
MPHOOPETEHUIO, yCTAaHOBKE, HACTPOMKE W OKCIUTyaTalldd CUCTEM 3alllUThl B COOTBETCTBUHU C
pa3paboTaHHBIMU PEKOMEHIAIHSIMH.

JIro0oe cpencTBO 3alUThl CO3/MAaeT JOTOJHUTEIBHBIE HEYA00CTBa B pabOTe IMOJIB30BATES,
IIPU 3TOM TIPEMATCTBUI TeM OoJibIlle, YeM MEHBIIIE BPEMEHH YAESIETCS HACTPOMKE CUCTEM 3allUThI.
AnMuHHCTpaTOp O€30MAaCHOCTH JIOJDKEH €XKEIHEBHO 00pabdaThIBaTh JMAHHBIE PETUCTPAIlUU, YTOOBI
CBOEBPEMEHHO KOPPEKTUPOBaTh HACTPOIKH, OOecrneunBarolMe ajanTaluio K HW3MEHEHHSIM B
TEXHOJIOTUU 00paboTku nHpopMmaiuu. be3 aToro mobas cucrema 3aluThl, Kakoi Obl XOpoIlel oHa
HU ObUTa, OOpeueHa Ha MeUICHHOE BBIMUPAHHE.

Tpertwnit oTam - 00y4eHHE aIMHHUCTPATOPOB 0€30MaCHOCTH paboTe CO CPeCTBAMHU 3AIHTHI.
B npomecce oOydeHuss agMHUHHUCTPATOp IMOJIyyaeT 0a30Bble 3HAHUS O TEXHOJIOTUM OOecreueHHs



nH()OPMAIMOHHONW 0€30MacHOCTH, 00 HMEIOIUXCS B OMNEPAMOHHBIX CHCTEMaxX IOACHCTEMax
0€30I1aCHOCTH M O BO3MOKHOCTSIX CHCTEM 3allUThl, O TEXHOJOTHYECKUX MPUEMAX, UCIIOJIb3YEMbIX
IIPU UX HACTPOUKE U SKCIUTyaTalllH.

YetBepThiii 3Tan - nHGOPMAITMOHHOE 00CITyKMBaHUE TI0 BOIlpocaM Oe3omnacHocTu. Hamnuune
CBOEBPEMEHHOW MHPOpMALUU 00 yA3BHUMBIX MECTaX U CIIOCO0AX 3alIUTHI CIIOCOOCTBYET MPUHATHIO
aJIeKBaTHBIX Mep obOecrnieueHust 6e3onacHOCTU. VICTOUHUKHN 1TOI0OOHBIX CBEIEHHUM - KHUTH, XKYpPHAJIbI,
Web-cepBeppt u T.1. OnHAKo aAMUHHCTPATOp OE30MACHOCTH HE BCErJa HMMEET JOCTATOYHOE
KOJINYECTBO BPEMEHU JUIA MOMCKAa HEOOXOAMMBIX CBEACHUN B 3TOM Mope umHpopmauuu. IlosTromy
IPU BBIOOPE CUCTEMBI 3aIUTHl HEOOXOIUMO YUUTHIBATH BOZMOKHOCTH 00€CTieueH s TIOCIeyOLIeH
MH(POPMAIIMOHHOH MOACPKKH.

[TaTelii 3Tam - mNEepUOAMYECKMM ayAuUT CHUCTEMbl HMH()OPMALMOHHONW 0€30MacHOCTH.
KopriopaTuBHass ceTh SBISCTCS TOCTOSHHO W3MEHSIOIMIEHCS CTPYKTYpPOW: MOSIBISIOTCIHOBBIC
cepBepbl U paboyue CTaHLMU, MEHSETCA NPOrpaMMHOE OOeCIeueHHe U €ro HacTPOMKH, COCTaB
uHbOpMalKY, MEPCOHA, padOTaoIIMii B OpraHu3alu, U T.1. Bce 3TO MPUBOAMUT K TOMY, 4YTO
CTEIEHb 3aILUIIEHHOCTH CUCTEMBI TIOCTOSIHHO U3MEHSETCs U, 4TO HanboJiee ONacCHO, CHIXKAETCS.

UroObl amanTUpoBaTh CHCTEMY WH(POPMAIMOHHON 0€30MacHOCTH K HOBBIM YCIOBHUSIM
paboThI, HEOOXOUMO OTCIE)KHUBATh M3MEHEHMs] M CBOEBPEMEHHO pearupoBaTh Ha HUX. MHorue
paboThI MO aHATKM3Y COCTOSHUS 3aIMIICHHOCTH KOPIIOPATUBHON CETH MOTYT OBITh BBIMIOJHEHBI TIPH
MIOMOILM CIIELUAIBbHBIX MPOTrPaMMHBIX cpelcTB, Hanmpumep Internet Scanner u System Security
Scanner w3 cemeiictBa SAFESUITE xkopmopamuu Internet Security Systems Inc. Takwue
IIpOrpaMMHBIE CPEICTBA CYILIECTBEHHO 00Jer4aroT paboTy aJMUHHCTpaTopa O€30HacHOCTH IO
MOKUCKY OIMOOK B HACTPOWKAX M BBISBICHUIO KPUTHYHOTO MPOTPAMMHOTO OOECTICUCHHS, a TaKKe
MO3BOJISIIOT B aBTOMAaTU3MPOBAHHOM pEXHME OTCIEKUBAThb COCTOSIHME KOPIIOPATHUBHOM ceTH,
CBOEBPEMEHHO OOHAPY)KUBATh M YCTPAHATH BO3MOYKHBIE HCTOYHHUKH MTPOOIIEM.

CoctaBHOM 4YacTpl0 pabOT MATOrO 3Tana SBIAETCS KOPPEKTUPOBKA IUIAHA 3alllUThl B
COOTBETCTBHH C PEAJTbHBIM COCTOSHHEM KOPIIOPATHBHOW CETH, TOCKOJIBKY camasi COBEpPIICHHAs
CXeéMa paHO WM IO3JHO yCTapeBaeT M CTAHOBUTCS MPEMSITCTBUEM Ha IYTH COBEPLICHCTBOBAHUS
TEXHOJIOTUU 00pabOTKU JaHHBIX.

Crnenyer NHOMHHMTb, YTO HE CYIIECTBYET CTaHIAPTHBIX pPELIEHUH, OAMHAKOBO XOPOIIO
paboTaromx B pa3HBIX YCIOBHAX. Bcerma BO3MOXHBI M HEOOXOAMMBI JOMOJNHEHUS K
paccMOTpEeHHOMY OOIIEeMy IUIaHY OpraHM3ALMU 3alUThl KOPHOPATUBHOM CETH, YYMTHIBAIOILUE
0ocoOble yCIIOBUSI TOM WM MHOM opranuszanuu. OJHAKO peanu3anys KOMILIEKCA pacCMOTPEHHBIX
MEpONPUATHIA € Yy4eTOM BO3MOXKHBIX JONOJHEHUH crocoOHa O0ecledYuTh JOCTATOYHBIM YpPOBEHb
3aIIUIIEHHOCTH HHPOPMALIUU B KOPIIOPATUBHON CETH.



